.NET Framework 3.5 4.8 Update KB4534132 (Jan. 28,
2020)

the following criteria specify the severity of this update: risk factors: a
remote unauthenticated attacker could exploit the vulnerability by
sending specially crafted requests to a.net(or.net core) application over
http. an attacker could then install programs; view, change, or delete
data; or create new accounts with full user rights. users whose accounts
are configured to have fewer user rights on the system could be less
impacted than users who operate with administrative user rights.
privileges required: administrative. user impact: the operation of a
malicious program could allow a remote attacker to execute arbitrary
code with the privileges of the current user. to resolve these
vulnerabilities, upgrade.net framework to the latest version. after you
have upgraded, check for updates by running the.net framework
configuration tool, which is located at
c:\windows\microsoft.net\framework\. for more information, see
microsoft.net framework update rollup. for more information about
upgrading, go to the following microsoft.net framework security updates
web site. for more information about configuring.net framework security
settings, go to the following microsoft knowledge base. for more
information about previous security releases, go to the.net framework
sysinternals tools web site. a remote code execution vulnerability exists
when the microsoft.net framework fails to validate input properly. an
attacker who successfully exploited this vulnerability could take control of
an affected system. an attacker could then install programs; view,
change, or delete data; or create new accounts with full user rights. users
whose accounts are configured to have fewer user rights on the system
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could be less impacted than users who operate with administrative user
rights.

.NET Framework 3.5 4.8 Update KB4534132 (Jan. 28, 2020)

files that have a date equal to or after feb 4, 2020, are installed after
applying this update. for more information about the update history, click
the following article number to view the article in the microsoft knowledge
base: file date size attributes operation ](/previous-
releases/security/advisor/aspnet_regiis.md)">aspnet_regiis.exe
21-jan-2020 3.07 mb platform configuration none installed - added opt-in
retry mechanism when configuring listening endpoints on the wcf
activation service to address potential race condition when rapidly
restarting an iis application multiple times while under high cpu load
which resulted in an endpoint being inaccessible. customers can opt in to
the fix by adding the following appsetting to smsvchost.exe.config under
the %windir%microsoft.netframeworkv4.0.30319 and
%windir%microsoft.netframework64v4.30319 folders as appropriate. this
will retry registering an endpoint 10 times with a 1 second delay between
each attempt before placing the endpoint in a failure state. 5ec8ef588b
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